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SMSS.EXE (Process Id: 0x21c)

WINLOGON.EXE (Process Id: 0x278)
SERVICES.EXE (Process Id: 0x2a4)
LSASS.EXE (Process Id: 0x2b0)
ATI2EVXX.EXE (Process Id: 0x340)
SVCHOST .EXE (Process Id: 0x360)
SVCHOST.EXE (Process Id: 0x3ec)
ATI2EVXX.EXE (Process Id: 0x478)
CLI.EXE (Process Id: 0x9d4)
CLI.EXE (Process Id: 0xf8c)

NSCSRVCE .EXE (Process |d: 0x974)
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dexplore.exe (Process |d: Oxca4)
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WINWORD.EXE (Process Id: 0xf18)
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EnumerateProcesses.exe (Process |d: 0x118)
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base: 4194304

size: 118784

symbol type: PDB symbols.

pdb: .WDisplayLoadedModules.pdb

name: C:WWINDOWSWsystem32ntdl|.dl |

base: 2089811968

size: 745472

symbol type: Symbols generated from a DLL export table.
pdb:

name: C:WWINDOWSWsystem32itkernel32.dI |

base: 2088763392

size: 1040384

symbol type: Symbols generated from a DLL export table.
pdb:

name: D:#workTeststDisplaylLoadedModulestdebugttdoghelp.dl |
base: 50331648

size: 1134592

symbol type: Symbols generated from a DLL export table.
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Process[] localProcesses = Process,GetProcesses();
foreach (Process process in localProcesses)

{

rm_ProcesseslistBaox, Itermns. fdd{new ProcessItemiprocess));
T

Listing 6: Enumerating the processes in C#.
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[ClImport"dbghelp.dll*, SetlLastError=true’]

public static extern ulong SyrLloadModulesd{IntPtr hProcess, IntPtr hFile,
string IrmageMame, string ModuleMarme,
ulong BasefDll, uint SizeOfDll};

[ONImport*dbghelp. dil', SetlastError=true]]
public static extern boaol SymEnumSymbols(IntPtr hProcess, ulang BaseQfDill,
string Mask, SymEnumSymbolsProc EnumSymbolsCallback, IntPtr UserContext);

[CNImport"dbghelp. dil*, SetlLastError=true’]
public static extern bool SymGetlineFromAddred(IntPtr hProcess,
ulang dwaddr, ref uint pdwDisplacement, ref IMAGEHLP_LIMNEGS Ling);

[OlImport*dbghelp. dil', SetlLastError=true]]
public static extern boal SymFromaddriIntPtr hProcess,
ulang dwaddr, ref ulong pdwhDisplacerment, ref SYMBOL_INFO symbolInfo);

[ClImport"dbghelp. dll*, SetlLastError=true’]
public static extern boal SymEnumSymbolsForaddr{IntPtr hProcess,
ulang Address, SymEnumSymbaolsProc EnumSymbolsCallback, IntPtr
UserContext);

[OlImport"dbghelp.dil*, SetlastError=true)]
public static extern bool SyrmUnloadModulecd{IntPtr hFrocess, ulong BaseofDll);

[ODlImport"dbghelp.dil*, SetlastErrar=true’]
public static extern boaol SyrmCleanupiIntPtr hProcess);

¥
Listing 7: p/invoke signatures for some DbgHelp functions.
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" Boost pool implementation:

http://www.boost.org/libs/pool/doc/index.html

2 Windows’ Low Fragmentation Heap

http://msdn2.microsoft.com/en-us/|ibrary/aa366750.aspx

% Detours, a library by Microsoft Research to detour DOLL

functions:

http://research.microsoft.com/sn/detours/

* Matt Conover’ s solution to DLL hooking:

http://mconover .openrce.org

® Jochen Kalmbach’ s StackWalker :

http://www.codeproject.com/threads/StackWalker .asp

% Dan Mouldin’ s trick to obtain the instruction pointer:

www . thecodeproject.com/tools/visual leakdetector .asp
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http://research.microsoft.com/sn/detours/
http://mconover.openrce.org/
http://www.codeproject.com/threads/StackWalker.asp
http://www.thecodeproject.com/tools/visualleakdetector.asp

" The latest Debugging kit for Windows:

http://www.microsoft.com/whdc/devtools/debugging/defaul t.mspx

8 Marshalling data with platform invoke:

http://msdn2.microsoft.com/en—us/|ibrary/aa720284(VS.71) .aspx

% Platform invoke data types:

http://msdn2.microsoft.com/en-us/|ibrary/aa720411(vs.71).aspx

0 Scott Meyer’ s Effective C++, third edition. Published by
Addison-Wesley, ISBN: 0-321-33487-6.

" Discussion on MSON forums about StackWalk64 performance:

http://forums.microsoft.com/MSDON/ShowPost .aspx?Post |1D=396838&Si te
| D=1
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http://forums.microsoft.com/MSDN/ShowPost.aspx?PostID=396838&SiteID=1
http://forums.microsoft.com/MSDN/ShowPost.aspx?PostID=396838&SiteID=1
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