CMP MEDIA LLC

Gamasutra.com

Debugging Concurrency

Phillippe Paquet

2006 6 6
http://www.gamasutra.com/features/20050606/paquet 01.shtml
1.
2000 7 (Apple) (PowerMac)
, (SMP)
4 , (Intel) * (Hyperthreading)”
1A-32 , (SMT)
) (Intel), AMD
(Microsoft) (multi-core)
(bug) ,

(thread) ,

(distributed system) )


http://www.gamasutra.com/php-bin/article_display.php?category=view_all
http://www.gamasutra.com/features/20050606/paquet_01.shtml

GPU

2.
, (race hazard)
(thread)
(temporal ordering)
(thread) )
, 0 i Result
(assi gnnent)
. 2(ThreadTwo) g i Result 150
1(ThreadOne) g_i Result 50
150
. 1(ThreadOne) g i Result 50
2(ThreadTwo) g_i Result 150
50
1(Thr eadOne) 2( Thr eadTwo)
(unpredictability)
(race)
11
/'l Race. cpp
I
/1l Exanple of a race condition
11
11

#i ncl ude <wi ndows. h>

#i ncl ude <stdio. h>

#i ncl ude <process. h>
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int g iResult = 100;
bool g_bThreadOneFi ni shed
bool g_bThreadTwoFi ni shed

fal se;

fal se;

voi d ThreadOne(voi d*)

{
/'l Wait sonme random anount of tine
Sl eep(rand());

/] Set the result
g_iResult = 50

/1 Finished
g_bThread One Finished = true
_end thread();

voi d Thread Two(voi d*)

{
[/ Wait sonme random anpbunt of tinme
Sl eep(rand());

/'l Set the result
g_i Result = 150

/1 Finished
g_bThr eadTwoFi ni shed = true
_end thread();

int main()

{
/1 Start the threads
_begi nthread(Thread One, 0, NULL);
_begi nthread(Thread Two, 0, NULL);

/1 Wait for the threads to finish
while (( false == g_bThreadOneFi ni shed)



|| ( false == g_bThread Two Fi ni shed))

{
Sl eep(1);

/[l Print the result

printf("Result: %\n", g iResult);
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#i ncl ude <wi ndows. h>
#i ncl ude <stdi o. h>

#i ncl ude <process. h>

HANDLE g_hMut ex One;
HANDLE g_hMut ex Two;
Bool g bThread One Fini shed
bool g bThread Two Fi ni shed

fal se;

fal se;

voi d ThreadOne( void *)

{
/[l Get first mutex



print f("ThreadOne ask for g_hMitexOne\n");
Wait For Singl eQbject(g_hMitexOne, |NFIN TE)
print f("ThreadOne gets g_hMitexOne\n");

/1 Wait sonme tinme, so the second thread can get the second nutex
Sl eep(100);

/[l Try to get the second nutex. We will wait indefinetly here as
/1 the second nutex is already owned by ThreadTwo
printf("ThreadOne ask for g _hMitexTwo\n");

Wait For Single Object(g_hMitexTwo, | NFIN TE)

printf("ThreadOne gets g _hMit exTwo\ n");

/'l Rel ease the two nutex
Rel ease Mut ex(g_hMit exTwo) ;
Rel ease Mut ex(g_hMit exOne) ;

/'l Finished
g_bThr eadOneFi ni shed = true
_end thread();

voi d Thread Two(voi d*)

{

I/ Get the second nutex

printf("ThreadTwo ask for g _hMitexTwo\n");
Wait For Single Object(g_hMtexTwo, | NFIN TE)
printf("ThreadTwo gets g _hMit exTwo\ n");

/1 WAit some time, so the first thread can get the first nutex
Sl eep(100);

[l Try to get the first nutex. W will wait indefinetly here as
/1 the first nutex is already owned by ThreadOne
printf("ThreadTwo ask for g _hMiutexOne\n");

Wait For Single Object(g_hMitexOne, |NFIN TE)

printf("ThreadTwo gets g _hMut exOne\ n");



/'l Rel ease the two nutex
Rel easeMut ex(g_hMut exOne) ;
Rel easeMut ex(g_hMut exTwo) ;

/1 Finished
g_bThr eadTwoFi ni shed = true;
_endt hread();

int main()

{

/1l Create the two mutex
g_hMit exOne Creat eMut ex( NULL, FALSE, NULL);
g_hMit exTwo Creat eMut ex( NULL, FALSE, NULL);

/'l Start the threads
_begi nt hread( ThreadOne, 0, NULL);
_begi nt hread( ThreadTwo, 0, NULL);

/1 Wait for the threads to finish
while (( false == g_bThreadOneFi ni shed)
|| ( false == g_bThreadTwoFi ni shed))

{
Sl eep(1);

/1l Free the two nutex
Cl oseHandl e(g_hMut exTwo) ;
Cl oseHandl e(g_hMut ex(One) ;
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#i ncl ude <wi ndows. h>
#i ncl ude <stdio. h>

#i ncl ude <process. h>

HANDLE g_hMit ex;

char g_achMessage[ 64] ;
bool g_bThr eadOneFi ni shed = fal se
bool g_bThr eadTwoFi ni shed = fal se

void ThreadOne( void *)
{
do

{

/1 Wait sone tine
Sl eep(1);

/1l Get access to the nessage
Wi t For Si ngl eObj ect (g_hMiutex, | NFI N TE)

/1 1f we get an OK nessage, send an OK nessage to ThreadTwo

if (0 == strcnmp(g_achMessage, "ThreadOne: CK"))

{
printf("ThreadOne received a nessage\n");
printf("ThreadOne send a message to ThreadTwo\n");
strcpy(g_achMessage, "ThreadTwo: OK");
g_bThr eadOneFi ni shed = true

/1l Free access to the nessage
Rel easeMut ex(g_hMut ex) ;



}
while ( fal se == g_bThreadOneFi ni shed);

/1 Clean up
_endt hread();

voi d ThreadTwo(voi d*)

{
do
{
/] Wit some tine
Sl eep(1);
/1 Get access to the nessage
Wi t For Si ngl eQbj ect (g_hMut ex, | NFI NI TE)
/1 1f we get an OK nessage, finish the thread.
/1 Unfortunatly, the nessage we are waiting for
/1 is not the right one
if (0 == strcnp(g_achMessage, "ThreadTwo: NOTCK"))
{
printf("ThreadTwo received a nessage\n");
g_bThr eadTwoFi ni shed = true
}
/'l Free access to the nessage
Rel easeMut ex(g_hMut ex) ;
}

while ( fal se == g_bThreadTwoFi ni shed);
/1 Clean up

_endt hread();

int main()

{



/1 Initialize the nessage

strcpy(g_achMessage, "");

/1 Create the mutex
g_hMutex = Creat eMut ex(NULL, FALSE, NULL);

/] Start the threads
_begi nt hr ead( ThreadOne, 0, NULL);
_begi nt hread( ThreadTwo, 0, NULL);

/1 Send a nmessage to ThreadOne

printf("Main send a nessage to ThreadOne\n");
Wi t For Si ngl eQbj ect (g_hMutex, | NFIN TE);
strcpy(g_achMessage, "ThreadOne: OK");

Rel easeMut ex(g_hMut ex) ;

/1 Wait for the threads to finish
while (( false == g_bThreadOneFi ni shed)
|| ( false == g_bThreadTwoFi ni shed))

{
Sl eep(1);

}

/'l Free the nutex
G oseHandl e( g_hMut ex) ;
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